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Abstract— Target detection in the presence of main-lobe decep-

tion jamming has received intensive attention. Generally, tradi- Transmit
tional target detection with additive jamming can be regarded as signal
an adjacent process of jamming suppression and target detection. i 2 |
Since target information can be lost in jamming suppression,
the detection performance can degrade severely. Aiming at this
issue, an end-to-end anti-jamming target detector is proposed
based on convolutional neural network (CNN) in the presence |
of interrupted-sampling repeater jamming. The CNN method first ¥ |+
converts the single-pulse compression filter into a series of fea-
ture extraction filters, accumulating the energy of various features
in various dimensions and on multiple scales. Then, a feature
fusion filter added after the feature extraction stage is utilized to suppress jamming features while simultaneously
retaining the actual target features. The two stages can be achieved in the CNN structure, and all the filters in this method

T
Independent WaveNet module

Feature fusion
convolution module module

are obtained by training the CNN. Numerical simulations show the efficiency of the proposed method.

Index Terms— target detection, anti-jamming, end-to-end, CNN.

[. INTRODUCTION

HE electromagnetic environment of radar has become

increasingly complicated, whereas the use of active jam-
mers has dramatically deteriorated the electromagnetic envi-
ronment of radar operation. Interrupted-sampling repeater jam-
ming (ISRJ), which is generated by an active jammer, highly
matches the radar transmit signal and brings great difficulties
to target detection [1]. Given the importance and difficulty
of target detection, electronic counter-countermeasures against
ISRJ have been extensively studied, among which the issue
of target detection in the environment of sidelobe deception
jamming has been well solved, whereas target detection in the
environment of main-lobe deception jamming is still a hotspot
in this field [2].

The latest developments in the field of machine learn-
ing, especially the success of convolutional neural networks
(CNNs) [3], are dedicated to solving many problems in almost
any engineering field, suggesting that data-driven detection
methods using machine learning may provide a computa-
tionally effective method to achieve near-optimal detection
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accuracy.

A. Background

Traditional generation of jamming signals is mainly based
on analog electronic technology, which requires large equip-
ment and has difficulty guaranteeing accuracy. With the devel-
opment of science and technology, the generation of jamming
signals in electronic warfare has gradually evolved from the
early analog mode to the current digital mode. Common
technologies for digital jamming generation include digital
radio frequency memory (DRFM) [4] and digital jamming
synthesis (DJS) [5].

The DRFM jammer generates deceptive jamming sig-
nals through two operating modes for the most part: full-
pulse-repeat-back mode and interrupted-sampling-repeat-back
mode [6]. When the DRFM repetitive jammer operates in full-
pulse-repeat-back mode, it will intercept, store and retransmit
the entire transmit signal pulse. When using another working
mode, the jamming called ISRJ is obtained by sampling the
transmitted signal using a rectangular window and retransmit-
ting it multiple times and then repeating this process until
the end of the transmitted pulse. It is obvious that the signal
retransmitted by a DRFM jammer has a strong correlation
with the transmit signal due to the ability to intercept, store
and recall radio frequency signals, thus forming a series of
false targets in radar after signal processing, such as pulse
compression (PC) [7]. In particular, the emergence of ISRJ
has greatly limited the ability of target detection.

There are quite a few forms of ISRJs, which can be
roughly divided into two categories: normal and modulation.
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In the case of normal signals, the sampled signal segments
are retransmitted directly, while in the case of modulation,
the sampled signal segments need to be modulated and then
forwarded. After performing PC on the normal ISRJ, the
false target can be obtained [8]. Different from the normal
ISRJ, the modulation case can obtain multiple false targets
that cover the true target within a large range, causing the
radar to ineffectively filter out the false targets [1]. In view of
the high energy and wide coverage of the ISRJ, antijamming
measures must be taken to enable radar to effectively detect
the target. Due to the strong correlation between ISRJ and
the transmit signal, many target detection methods, such as
pulse-to-pulse waveform agility [9], multipulse coverage [10],
frequency agility technology [11], and multicarrier phase-
coded technology [12], have failed. Hence, significant efforts
have been made by scholars to research methods of target
detection against ISRJ.

Most existing anti-ISRJ target detection methods can be
sorted into two main classes: “parameter estimation and signal
reconstruction” methods and “jamming filtering and target
detection” methods. The first class means that the main pa-
rameters of the ISRJ are estimated first, and then, the jamming
signal and the target signal are reconstructed according to
the estimated parameters [13], [14]. Chang Zhou et al. [13]
estimated the two key parameters of pulse duration and pulse
repeat interval in periodic pulse trains. Chao Zhou et al. [14]
estimated parameters such as the intercepted slice width and
forwarding times by analyzing time-frequency (TF) character-
istics. Then, the jamming signal can be reconstructed with the
estimated parameters in the two methods. The above paper
uses the “parameter estimation and signal reconstruction”
method to reconstruct the jamming signal after estimating
the parameters of the ISRJ, which can also be considered a
model-based method. However, since jamming characteristics
are designed by humans, there is a strong antagonistic pur-
pose. When the actual noise and jamming characteristics do
not match the established model or there is a deviation in
the parameter estimates, the parameter estimation and signal
reconstruction methods can easily cause mismatches, leading
to serious degradation in detection performance. The second
class suppresses ISRJ by a bandpass filter first and then detects
the target by analyzing the pulse compression result [15]—-[17].
Gong et al. [15] proposed an effective electronic counter-
countermeasure scheme based on the discontinuity of the
ISRJ signal in the time domain and constructed a bandpass
filter by using the two hyperparameters to filter out the ISRJ
signal. In addition, Wei et al. [16] used the method in [15]
for wideband radar. However, the performance of the filters
constructed in the above two papers depends on the estimation
accuracy of the two hyperparameters, and there is a risk
of model mismatch. Chen et al. [17] proposed a bandpass
filter design method with no hyperparameters through the
time-frequency function, which has wider application. It can
be seen from the above papers that the “jamming filtering
and target detection” method can be divided into two stages,
namely, jamming suppression and target detection, which
introduces new problems. Specifically, if the target signal and
the jamming signal partially overlap, the target information
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will be lost during the jamming suppression stage and affect
the detection performance. In summary, the problems of model
mismatch and target information loss occur with the existing
methods for anti-ISRJ target detection.

From the perspective of hypothesis testing, the anti-ISRJ
target detection problem on each range cell can be regarded as
a binary classification problem. Therefore, the target detection
problem in the context of main-lobe deception jamming can
be modeled using a classifier.

Deep neural networks (DNNs), as powerful classifiers, can
well estimate the nonlinear expression of input to output,
which is an end-to-end process. In view of its outstanding
performance, the DNN has been applied in quite a few
fields, such as speech processing, computer vision, natural
language processing, image classification and medical image
recognition [18]. In these fields, DNN-based methods can
surpass the accuracy of human estimation. The excellence of a
DNN derives from its ability to extract high-level features after
obtaining an effective nonlinear representation of the input
space from a large quantity of data using statistical learning
methods. This approach is different from previous methods
that used manual feature extraction or expert design rules [19].
Although DNNs provide state-of-the-art accuracy on tasks
in many fields, it comes at the cost of high computational
complexity. Fortunately, there are also some structures in DNN
that can extract features well without complicated training,
such as CNNs [3]. CNNs use small convolution kernels and
dilated convolution structure to extract features, which greatly
reduces the number of parameters and helps network training.
After each convolution kernel, there is a nonlinear activation
unit, which is used to improve the nonlinear expression ability
of the network [20]. In fact, deeper CNNs have stronger
representation capabilities, so many deep networks such as
ImageNet are implemented [21]. However, with the deepening
of the network level, the problems of a vanishing gradient and
gradient explosion easily occur during training. To address
these problems, skip connections and residual connections are
proposed. So far, a well-trained CNN-based classifier with
excellent nonlinear expression ability can be obtained.

In the field of radar, scholars have used CNNs to complete
the feature extraction of various jamming signals and the
identification of various jamming signal types, which is part of
anti-jamming target detection [22]. The whole target detection
process is still multistage, and there is the possibility of target
information loss and model mismatch. Therefore, an end-to-
end anti-jamming target detection method is urgently needed.
In addition, some scholars use CNNs to complete SAR target
detection-related work, but this approach is for target detection
in SAR images [23].

In fact, the field of radar signal processing is more suitable
for target detection on one-dimensional time-domain signals.
Therefore, considering the shortcomings of existing anti-
jamming target detection methods, target detection can be
modeled as a classification task. Therefore, with the powerful
nonlinear expression capabilities of CNN-based classifiers,
this paper proposes a CNN-based end-to-end anti-ISRJ target
detection method.
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B. Main contributions

The main contributions of this work can be concluded as
follows:

1) This work formulates anti-ISRJ target detection as mul-
tiple binary classification problems and proposes a CNN
method to achieve end-to-end anti-ISRJ target detection, which
integrates feature extraction and target detection.

2) A series of preprocessing methods, such as energy
normalization, real-value sequence generation and waveform
adaptation processing, are proposed, which solve the problems
of complex signals and waveform adaptation in the process of
transforming traditional methods to our method.

3) The CNN structure includes jump connections, residual
connections and dilated convolutions, which can solve the
problems of multiscale feature extraction and long-vector en-
ergy accumulation. Numerical simulations show the efficiency
of the proposed structure.

The paper is organized as follows. In Section II, the signal
model and the working principle of the ISRJ are introduced.
Then, anti-ISRJ target detection is presented as a problem of
hypothesis testing. In Section III, a method plan is proposed to
achieve end-to-end radar target detection. Then, the proposed
method is detailed, including the framework, preprocessing,
network design and training. In Section IV, numerical sim-
ulations are given. Finally, Section V provides concluding
remarks.

C. Notation

In this paper, we define the normal distribution as N (u, 02),
where (4 is the mean and o is the variance. When considering
a complex matrix or vector, its real and imaginary parts are
defined as R(-) and I(-), respectively. The i*" element of the
vector x will be denoted as z;, and the elements of the i*"
row and the j** column in the matrix X are represented as
X, ;. The (-)T indicates transpose. |-] means a function that
approximates an element to the nearest integer less than or
equal to the element.

[I. PROBLEM FORMULATION
A. Radar signal model

Assuming that the radar transmits a random phase-coded
waveform, the jamming signals can be obtained based on ISRJ
and convolution modulation techniques. An illustration of the
working principle of the ISRJ is shown in Fig. 1. First, the
jammer samples the radar transmit signal with a rectangular
envelope pulse train that has a pulse width of 7;, and a
repetition period of 7, and then retransmits the slice after
convolution modulation and repeats this process until the end
of the transmit signal.

< T, >
<« T,
Sampling | Forwarding | Sampling | Forwarding
e
1 1 2 2

Fig. 1: Diagrammatic drawing of ISRJ.
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The random phase-coded waveform s(¢) transmitted by
pulse radar can be described by the following equation:

s(t) = rect(t/T,)e? *® 12 fot (1)
where

1,0<t<T,
0, otherwise

t
rect(Tp) = { (2)
is a rectangular window function with pulse width T},; ¢(t)is
the phase modulation function, the value range is 0 ~ 27, and
fo is the radar carrier frequency.

A rectangular envelope pulse train is utilized to sample the
transmit signal, which is recorded as p(t) and can be expressed
as [24]:

+oo
t
p(t) = rect(ﬁ) * Z O(t —nTs) 3)
n=—oo
where * is the convolution operation.
The ISRJ with convolution modulation received by radar
can be described as:

= [ g Is@®p@] k. e S(t — 2R /e
73 (0) HAw[s(t)p(t)]*m]p(”] o —2R;/e) &

where k(-) is the random convolution kernel, R; is the distance
between the jammer and radar, c is the speed of light, and A;
is the amplitude of the jamming signal.

The simplified target echo signal is:

x¢(t) = s(t) * 6(t — 2Ry /c) 3)

where R; is the distance between the target and radar.

The received echo signal contains the target echo signal, the
jamming echo signal and noise, which can be described by the
following equation:

a(t) = (1) + () + n(t) (6)

Then, the radar performs Ny observations with a time
interval of ¢, to obtain t = [ts, 2ts, - , N Lts}T. The sampled
time-domain echo is also obtained, which can be represented
as x =[xy, 0, @, ,xNL]T, containing the target
echo signal, the jamming echo signal and noise, where z;
is the received signal at the ly, observation and []* in-
dicates transposition. The sampled transmit signal is s =
[S1,82,  ,Siy- - ,sN]T, s; is the transmit signal at the 7*"
sampling point, and N is the number of sampling points for
the transmit signal.

B. Problem description

Anti-ISRJ target detection is essentially a signal detection
problem, and it can be described with a hypothesis test. In the
binary hypothesis test, H, represents the case of a target not
present. H represents the case that a target is present. This is
the simplest binary hypothesis, in which the two hypotheses
Hy and H; are incompatible with each other. The decision
regarding these two hypotheses is called binary hypothesis
testing.

In the field of pattern recognition, the problem of binary
hypothesis testing mentioned above can be regarded as a
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binary classification problem. In the classification problem,
there are many different ways to use the target value to
represent the category label. For probabilistic models, the most
convenient method of expression is binary representation [25].
Specifically, there is a target variable u; € {0,1}, where
u; = 1 represents category Hi, u; = 0 represents category
Hy, and i is the i'" range cell. We can regard the value
of u as the probability that the classification result is Hj.
For each value in u = [uj,us, - ,u;, - ,ur], there are
two possibilities, namely, there are targets and no targets,
and the number of targets is uncertain, so the anti-jamming
target detection problem on all range cells can be regarded as
multiple binary classification problems.

For the case of binary classification, the posterior probability
of category H; can be written as:

P(x|Hy)P(H)

P(x|H,)P(Hy) + P(x|Hy)P(Hy) A
1 . .
= T eon=a) ez (=) = sigmoid(a)

P(H|x) =

where sigmoid(-) is the logistic sigmoid function.
We also define:

P(x|Hy)P(H1)

@ = B (x| Ho) P (Ho)

®)

Note that in (7), we have simply rewritten the posterior
probabilities in an equivalent form, so the appearance of
the logistic sigmoid may seem rather vacuous. However, it
has been proven statistically that regardless of whether an
input obeys the Gaussian distribution, an exponential family
distribution or is a discrete input, the posterior probability of
category H; can be written in the form of a logistic sigmoid
function acting on a linear function of x:

P(H,|x) = sigmoid(a(x)) = sigmoid(w” x) )

So far, in this chapter, we have considered classification
models that work directly with the original input vector x.
However, for many practical problems, the original input vec-
tor dimensionality and feature complexity are relatively high,
which increases the difficulty of classification in the original
observation space. Therefore, we use a parameter adjustable
function vector ®(x) to perform nonlinear transformations
on the input variables to transform the original feature space
into a new feature space. The proper nonlinear transformation
can make the linearly inseparable categories in the original
observation space linearly separable in the new feature space,
making the modeling process of the posterior probability
easier.

P(H,|x) = sigmoid(w” ®(x)) (10)

For convenience, G = [y, Gg, - - , U;, - -+ , ty] will be used
to denote P(H;|x) later, where 4, represents the probability
that a target exists on the i;, range cell. If there is a target in
the 745, range cell, then we expect 4, to be as close to 1 as pos-
sible; otherwise, we expect 1; to be as close to 0 as possible.
For many problems of practical interest, there is significant
overlap between the class-conditional densities p(x|Hy) and
p(x|H1). This corresponds to posterior probabilities {1, which,
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for at least some values of 14, are not O or 1. Therefore, a
threshold value [y needs to be set here. If u; is greater than
lo, then it is judged that H; is true, and if u; is less than [y,
then it is judged that Hy is true, expressed by the following
formula:
H,y
P(H|x) z lo

Hy

(1)

If H; is true and the judgment of H; is true, then it is
called a correct detection. If Hj is true and the judgment of
H is true, then it is called a false alarm. With the two results,
the detection probability and false alarm probability can be
described by the following equation:

Py = / P(x|H;)dx
{x:P(H1|x)>lo}

]Df = / P(X‘Ho)dl‘
{x:P(H1|x)>lo}

In equation (13), Py is a known value; therefore, the
threshold [y, a value between 0 and 1, can be computed by
Monte Carlo experiments.

In this section, we model the problem of radar anti-jamming
target detection as multiple binary classification tasks. In
recent years, CNNs have developed rapidly and have achieved
good results in many classification tasks. Therefore, in the next
section, we use a CNN for modeling.

12)

13)

[1l. CNN METHOD

In Section II, anti-ISRJ target detection is described as
multiple binary classification tasks. Therefore, in this section,
the target detection problem in the context of main-lobe
deception jamming is modeled using a CNN-based classifier,
which directly outputs the probability of the existence of the
target on each range cell to complete the end-to-end integrated
detection.

A. Framework

CNN-based anti-jamming target detection can be modeled
as the problem shown in Fig. 2. For narrowband radar, the
target can be approximated as a point target, and the length of
its echo signal depends on the length of the transmit signal.
Taking single-pulse detection as an example, assuming that
the sampling rate of the radar received signal is equal to the
bandwidth of the transmit signal, the radar detection scenario
can be discretized into L range cells in units of the range
resolution. If the length of the transmit signal vector is N,
the length of the received echo vector can be described as
Nr=L+N -1

As shown in Fig. 2, the input of the network is the sampled
echo and transmit signal, and the network outputs a vector of
dimensions L x 1, where each element value is between 0 and
1, representing the probability of the existence of a target on
each range cell. The key to using this new idea to achieve anti-
ISRIJ target detection is how to design the network structure.
Since the end-to-end detection network eliminates many steps
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Fig. 2: Basic flowchart of new ideas for anti-jamming target
detection.

of traditional radar signal processing, such as ISRJ parameter
estimation, anti-ISRJ filter design, and pulse compression, the
following issues need to be considered in the design of the
network structure.

Issues Strategies

— - Elimination of waveform
Waveform adaptability ‘ .
i modulation

4 A Separation of real and
Complex signal

imaginary parts

Convolutional structure

long vectors

Multi-scale feature

extraction

‘ Coherent accumulation of
‘ structure

Dilated convolution ‘

Skip connections and
residual connection

Fig. 3: Issues and strategies.

1) The target echo signal contains the modulated informa-
tion of the transmit signal. Therefore, how can the network
structure be designed to adapt to various waveform modula-
tions?

2) The echo signal is a complex value. In contrast, the
network input is a real value. Therefore, how can the radar
data be processed to adapt to the network structure?

3) The fundamental guarantee for target detection is signal
energy. Therefore, how can the energy accumulation of the
echo signal be accomplished?

4) The echo signal vector is usually long. Therefore, how
can multidimensional features be extracted to distinguish tar-
gets and jamming signals at different scales?

In response to the above problems, the corresponding net-
work structure strategies that we proposed are shown in Fig.
3.

Radar signals and speech signals have highly similar data
structures. In speech signal processing, WaveNet, a CNN-
based network, has achieved remarkable results [26]. It in-
cludes a convolution structure, a dilated convolution structure,
skip connections and residual connections. Considering that
these structures in WaveNet can be utilized to solve the
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above issues, we design an anti-ISRJ target detection network
structure based on WaveNet, which follows the basic flowchart
in Fig. 2. The flowchart of the CNN method is depicted in Fig.

Filters of
random
initialization

Training stage

|
|
| . i
| Echo signal

1
| Transmit signal !

\| WaveNet
module

convolution

|
i
i
i
| Independent
i
| module

[ |

| |

: |

! | Detection
: Independvent WaveNet Feat.ure ' result

|| convolution fusion | !

| module !

]

|
module module ! |
|

|

|

| 1

| Echo signal :
1

| Transmit signal !
l

Target detection stage

Fig. 4: Flowchart of CNN method.

As Fig. 4 illustrates, the CNN method consists of four main
steps:

1) Preprocessing. The echo signal and transmit signal are
preprocessed to form the three-dimensional input of the CNN
structure, namely, the fast-time dimension, sliding-window-
matching dimension and feature dimension, which address the
issues of waveform adaptability and complex signals.

2) Independent convolution module. This is the process of
using multiple filters with a dilated convolution structure to
extract features in the sliding-window-matching dimension and
outputting multiple features on each range cell, addressing the
energy accumulation issue.

3) WaveNet module. It is used to extract features in the fast-
time dimension and continuously update multiple features of
each range cell, addressing the multiscale feature extraction
issue.

4) Feature fusion module. The multiple features extracted
from the fast-time dimension and sliding-window-matching
dimension are fused by a filter to form a detection vector, and
each element in the detection vector represents the probability
that there is a target in this range cell.

B. Preprocessing

The preprocessing involves three steps: energy normaliza-
tion, waveform adaptation processing and real-value sequence
generation, which solves the problems of waveform adaptation
and complex signals.

1) Energy normalization

The energy normalization can be expressed by the following
formula: x

(14)

X =
%],
where |-|, is the L2-norm of the vector.

This processing reduces the complexity of the input, which
helps network training and avoids gradient explosion.

2) Waveform adaptation processing

According to the relationship between the echo signal and
transmitted waveform in the signal model, the modulation
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influence of the transmit signal can be eliminated by multiply-
ing the conjugate of the transmit signal and the echo signal
of each range cell. The result of the point multiplication is
used as a new dimension called the sliding-window-matching
dimension, whereas another dimension on the radar echo
signal is called the fast-time dimension. An illustration of this
process is shown in Fig. 5. This process can be described by
the following equations:

Fi1j=%Xiyj-1 X8 (15)
where ¢ = 1,--- , L is the label of the fast-time dimension,
L is the number of range cells, 7 = 1,--- , N is the label of

the sliding-window-matching dimension, N is the number of
sampling points for the radar transmit signal, Fy ; ; is the first
complex feature, and s* means the conjugate transpose of s.

Some information about the transmit signal and the echo
signal can be lost when performing sliding-window matching,
so the characteristics of X and s are superimposed.

Then, the second complex feature is obtained by the fol-
lowing equations:

Foij=Xitj—1 (16)

The third complex feature is obtained by making the fol-

lowing changes to s:

*
Fy, =5 (17)
3,4, j
: N
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2000000 33335
e 0000000 333335
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°
°
|Echo Signal| Sliding Window Matching Result Imaginary Part]
) N
° 5500
o
© Lo
o N (] =
[, 0000009 0000000 F
° 0 eeceeeee
o 0000000
. : $s88ss
) o 0000000 Heatured
° 0000000
0000000
[} 0000000

|Imaginary Part|

Echo Signal | Sliding Window Matchin;
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Fig. 5: Schematic diagram of waveform adaptation processing.

3) Real-value sequence generation

Target detection uses signals with complex values, which is
less common in CNNs. We address the above three complex
features as follows. These six features are stacked together
to form a new three-dimensional feature, and it can be repre-
sented by F, which is the input of the independent convolution
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module.
E‘l,z,] R(Fl,i,j)
Fai; I(F1,;)
= Fs;; | | R(Fa;;)
F=f(s,x) = Foiy | = | I(Faiy) (18)
Fsi; R(F3; ;)
Fe i ; I(Fs, ;)

C. Independent convolution module

The purpose of this module is to use dilated convolution
kernels to extract features in the sliding-window-matching
dimension to achieve energy accumulation in the fast-time
dimension. It is composed of four layers, where the output
of each layer is the input of the next layer. Each layer can be
described by the following equations:

Hyo=F (19)

H; = p1 (Wi Hy_1 + by) (20)

where F is the output of the preprocessing, W represents
the parameters of the filters in the feature extraction part,
k=1,2,3,4, and p; is the leaky rectified linear unit (ReL.U)
activation function [27].

Input/Output Variables

A
(X - Convolution

\/.;.\\. Addition /\p, - LeakyReLU Activation

+1 bk+l W4 b4

W,
B 6 60660 I

Conva

Conv1

Fig. 6: Detailed diagram of each layer in independent convo-
lution module.

This part uses small filters that have the structure of dilated
convolution to extract features in the sliding-window-matching
dimension. In CNN:gs, it is evident that the small-size filters can
extract local features, and the dilated convolution can increase
the receptive field size, so combining the two can capture
global and local dependencies, which is crucial for the feature
extraction of filters.

The output of the independent convolution module is multi-
ple feature vectors of the fast-time dimension, which realizes
the energy accumulation of each range cell, reduces the influ-
ence between different range cells, extracts different features
and reduces the dimension of the input data.

D. WaveNet module

The core part of the anti-jamming target detection network
uses the WaveNet structure to extract features in the fast-
time dimension. As shown in Fig. 7, it contains a dilated
convolution, gate activation unit, a convolutional layer with
a convolution kernel size of 1, skip connections and residual
connections. Dilated convolution has been introduced before,
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so the focus is on gate activation units, skip connections and
residual connections.

1) Gate activation unit

The gate activation unit similar to the recurrent neural
network (RNN) is used in the WaveNet structure [26].

Y, = tanh(Wy, », x Hy,) © sigmoid(Wy , x Hy,)  (21)

where © represents the Hadamard product, sigmoid(-) is the
sigmoid function, m = 1,2,--- ,6,7 represents the current
network layer, h and g represent the filter unit and gate
unit, respectively, W is the learnable convolution filter, Yy
represents the output of the gate activation unit, and the
tanh(z) and sigmoid(z) activation functions [26].

We can see that the gate activation unit is divided into two
parts, namely, the tanh activation part and the sigmoid activa-
tion part. The tanh activation part represents the information
flowing from the previous layer. The output of the sigmoid
activation part is a number from 0-1. It is used to control the
proportion of this information layer flowing into the next layer,
which is a process of information selection. Applying this
structure after each dilated convolutional layer can improve
the network’s ability to select information so that the network
can learn useful information faster.

residual residual
,,,,,,,,,, connection connection
: Output of |
4 | -
| independent dilated H dilated
} convolution convolution DI | relu o i convolution D [ relu fo—pe
| H
| module sigmoid H sigmoid
\ [ sigmoid | [[iayert [Tiayers
\H. ¥ (skip connection J

Fig. 7: Schematic diagram of WaveNet.

2) Skip connections and residual connections

In each layer of WaveNet, a residual connection is used,
and a skip connection is used between each layer. Adding the
input to the output can help deep network training, avoid the
vanishing gradient problem, and improve the performance of
the network. Specifically, there is a convolutional layer after
the gate activation unit, and its convolution kernel size is 1.
The residual connection is expressed by the formula as:

H,, = p(W,Y,) (22)

Hm+1 =H,, +H, (23)

where H is the output of the convolutional layer after the gate
activation unit, H,,; is the output of the current WaveNet
layer, W,, is the filter parameter, m = 1,2,--- ,6,7, and po
is the rectified linear unit (ReLLU) activation function [27].

Then, the mathematical expression of the skip connection
is stated as:

6
Y = po() Hp) (24)

m=1

At the end of the WaveNet module, a convolutional layer
is used to reselect the information after the skip connection,
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obtaining the final output of this module, that is:

His = pa(Wi % Y) (25)

where k = 5.

E. Feature fusion module

After the WaveNet module, there are multiple features in
each range cell, and the next problem that needs to be solved
is how to select useful features. In this module, we use a
convolutional layer with a kernel size of 1 to merge multiple
features in the fast-time dimension into one feature, followed
by one sigmoid activation function to obtain the detection
result on each range cell. This process is described by the
following equation:

1 = sigmoid(W  Hy) (26)

where k = 6, and 4 is the detection vector.
The network parameters that need to be optimized in the
learning phase are:

0= {Wkawh7m7wg,mawm} (27)

where £k =1,2,--- 5,6, and m=1,2,--- ,6,7.

Table 1 shows the specific parameters of the network
including the layer, output dimensions, trainable parameters
and GFLOPs [28]. The next important point is how to obtain
the optimal filters to obtain the @ for threshold detection,
which is detailed in the next section.

F. Training

First, the training set is built for training filters. The param-
eters in the signal model are selected as follows:

1) The pulse width is T}, = 43 ns, the radar carrier frequency
is fo = 10 GHz, the sampling rate is fs = 6 GHz, the pulse
repetition interval is 86 ns, the phase at each sampling point
is a random number between 0 and 27. The discrete echo and
transmit signal are obtained through the above parameters, the
length of the received echo vector is Ny, = 512, the length of
the transmit signal vector is N = 256, the range cell is L =
257. The range cell where the target is located is randomly
selected between O and L.

2) The jamming signal x; is ISRJ with convolution mod-
ulation, and the modulation convolution kernel is a gaussian
convolution kernel with random amplitude, and the dimension
is 1 x 10, and JSR is a random number between -3 dB and
78 dB, and the range cell where the jamming is located is
randomly selected between 0 and L. The number of repetition
periods is randomly seleted between 1 and 25, and ?—w is
randomly selected between 0.1 and 0.9. ’

3) n(t) is Gaussian white noise, and the SNR before pulse
compression is randomly distributed between -34 dB and 6
dB. The real part of noise is R[n(t)], and the imaginary
part of noise is I[n(t)]. R[n(t)] and I[n(t)] obey the normal
distribution N (11, 02), where p1 =0 and 02 = 5 xx.

The radar echo signals are constructed according to the
parameters in the above four steps. There are 30,000 groups
in the training set, and each group has 64 input-output pairs.
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TABLE I: Detailed parameters of network

Layer Output dimensions Trainable parameters GFLOPs
Input LXxN X6 - -
Conv 1 (12 filters, size 1 x 7, stride 1 x 3) -LeakyReLU Lx|[(N—4)/3] x12 516 0.021935089
Conv 2 (18 filters, size 1 x 7, stride 1 X 3) -LeakyReLU L x[(N—-16)/9| x 18 1530 0.020250577
Conv 3 (24 filters, size 1 x 7, stride 1 x 3) -LeakyReLU L x [(N —52)/27| x 24 3050 0.010887073
Conv 4 (30 filters, size 1 x 7, stride 1 x 3) -LeakyReLU L x |(N —160)/81] x 30 5070 0.002598241
Polling layer(size | (N — 160)/81]) L x 30 0 0.00000768
Conv 5 (64 filters, size 1 x 1, stride 1 x 1) -ReLU L x 64 1984 0.001003265
WaveNet 1 (64 filters, size 3, stride 2!) -ReLU L x 64 34167 0.0175
WaveNet ? (64 filters, size 3, stride 2?) -ReLU L x 64 34167 0.0175
WaveNet 7 (64 filters, size 3, stride 27) -ReLU L x 64 34167 0.0175
Conv 6 (1 filter, size 1, stride 1) -Sigmoid Lx1 65 0.000033153
Total: - 251383 0.1795

Radar anti-jamming target detection is the case of multiple
binary classification in which we have input vectors F and
a single target variable u = [uy,u2,- - ,u;, -+ ,ug] such
that u; = 1 denotes class H; and u; = 0 denotes class
Hy. Following the discussion of modeling the problem of
radar anti-jamming target detection, the posterior probability
of category H; can be written in the form of a logistic sigmoid
function acting on the linear function of s and x:

P(H:|F) = a(F;0) = o(We®(F))
where F = f(s,x), and 0 represents the parameters in the
network.

Consequently, 0 < @(F;0) < 1. We can interpret @ as
the conditional probability P(H|F), with P(H,|F) given by
1 — 0. The conditional distribution of targets given inputs is
then a Bernoulli distribution of the form:

L
P(ulF,0) = [ [ af {1 —a;}'
i=1

(28)

(29)

Taking the negative logarithm of the corresponding likeli-
hood function then gives the following error function:

L
E(0) == {ujlnd; + (1 —u;) In(1 — ;)} (30)

We turn next to the task of finding a weight vector € that
minimizes the chosen function E(6). The optimized objective
function is:

min{E(0)} 31)

The CNN is trained with a variant of the stochastic gradient
descent method [29] for optimizing parameters, named the
Adam optimizer [30]. All networks are implemented using the
Python-based TensorFlow library [31]. The network is trained
on the samples of the training set until the error function no
longer decreases.

The output of the cross-entropy loss function will be infinite
when the independent variable of the logarithmic function in
this loss is close to zero. The problem of numerical calculation
overflow will occur in the process of actual programming.
To solve this problem, a small number is added to the error
function.

L
E) =- Z{m In(a; + 1*10) + (1 —w)In(1 — G, + 1710)}
- (32)
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IV. SIMULATIONS
A. Implementation description

To show the performance advantages of this method over
other methods and demonstrate how the SNR and JSR condi-
tions affect performance, a series of Monte Carlo simulations
were designed [32]. First, the proposed CNN method was
compared with traditional methods. The traditional method
will be described in detail below. Second, we verified the
effectiveness of energy accumulation and waveform adapta-
tion. Third, we used actual measurement data to verify the
effectiveness of the method in practical applications. Then, we
verified the effectiveness of feature extraction. Finally, visual
experiments were performed to show what each layer of the
network learned.

Since this method is a brand new idea that has not been
previously proposed, we can only compare it with a traditional
anti-jamming target detection method, which is divided into
four steps: parameter estimation, jamming suppression, PC,
and CA-CFAR detection [33]. Specifically, 1) Parameter esti-
mation. The accurate jamming parameters are obtained based
on prior knowledge. For any time ¢ during the radar receiving
signals, when the target signal is not disturbed by the jamming
signal, p(t) = 1; otherwise, p(t) = 0, where p () is the
jamming-free segmentation function. 2) Jamming suppression.
The jamming-free signal is obtained by extracting segments of
signal when the jamming-free segmentation function indicates
the signal is jamming-free. 3) PC and CFAR detection. In the
jamming suppression stage, a part of the noise energy will be
lost. At the same time, if the target and the jamming overlap,
the target energy will also be lost to different degrees after
the jamming is filtered, which will cause the actual SNR to
change.

B. Detection performance

The experiment to verify the detection performance is the
detection performance analysis under different SNRs, JSRs
and %, each of which performs 10,000 repeated Monte
Carlo simulations. Specifically, the CNN method in this paper
and the traditional method were used for anti-ISRJ target
detection when the false alarm probability was 1~*. Then, the
probability curves under different SNRs, JSRs and g—“’ were

obtained.
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Fig. 8: Detection performance of the two methods under
different SNRs and different JSRs and false alarm probability
is 174, Lo = 0.3.
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Fig. 9: Detection performance of the two methods under

different SNRs and different JSRs and false alarm probability

is 174, Lo = 0.5.
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— Traditional method

-24 -22 -20 -18 S!;R(d;) -12 -10 -8 -6
Fig. 10: Detection performance of the two methods under
different SNRs and different JSRs and false alarm probability
is 174, Le = 0.7.

As illustrated in Fig. 8, Fig. 9 and Fig. 10, the performance
of the CNN method is better than that of the traditional method
under different SNRs, JSRs and %u The higher the SNR,
the higher the detection probability. With the increase in JSR,
the detection probability of the CNN method decreases and
then stabilizes near a value, which is higher than the detection
probability of the traditional method. In addition, the reason
why the detection probability of the traditional method does
not change with the change of JSR is that, when the jamming
parameters are known, the SNR loss after multiple Monte

© 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Carlo experiments is close to a fixed value, and the SNR loss
under different JSRs is basically the same.

C. Effectiveness of waveform adaptation

The purpose of designing waveform adaptation is to elim-
inate the influence of waveform modulation so that the de-
tection network can complete anti-ISRJ target detection under
different transmitted waveforms. To verify the effectiveness of
waveform adaptation, the experimental design is as follows.

(1) Random phase coded: the radar transmits a random
phase-coded waveform according to the specific parameters
mentioned above and then sends the echo signal to the CNN-
based detector.

(2) Binary phase coded: the difference in comparison to
the random phase-coded waveform is that the radar transmits
a binary phase-coded waveform, and the value of phase
modulation is O or 7.

(3) LEM: the radar transmits the LFM waveform, and the
complex expression of the LFM waveform at the radar end

can be expressed as:
s(t) = 7"ect(t/Tp)ej7th2 (33)

where rect(t/T),) is a rectangular window function with pulse
width T, = 50 us; K = B/T, is the frequency modulation
rate; B = 2 MHz is the frequency modulation bandwidth.
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Fig. 11: Detection performance of three transmitted wave-
forms under different SNRs when JSR is 3dB and false alarm
probability is 174,
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Fig. 12: Detection performance of three transmitted wave-
forms under different JSRs when SNR is -12dB and false
alarm probability is 17%.
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For a given false alarm probability 1=, the effectiveness of
waveform adaptation is evaluated in terms of detection prob-
ability, which is estimated through 10,000 Monte Carlo trials.
Fig. 11 shows the detection probability curves of the three
modulation waveforms under different SNRs, where JSR=3
dB. As Fig. 11 illustrates, the anti-jamming target detection
performance under the three waveforms is comparable. In
addition, Fig. 12 shows the detection probability curves of
three modulation waveforms under different JSRs, where SNR
= -12 dB. The results show that the CNN method can adapt
to different transmitted waveforms, solving the problem of
waveform modulation.

D. Validity in measured signals

There are still some gaps between the radar measured data
and the simulated data, so it is necessary to further prove the
effectiveness of the method from the detection experiment of
the measured data. The signal transmitted by the radar terminal
is a linear frequency modulation signal. The radar parameters
are shown in the table.

TABLE ll: radar parameters

c/(m/s) | B/MHz | Tp/us | fs/MHz | fo/GHz | Py
38 2 30 B i L
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"""""""""""""""""" .
* / ~Fat
! =Py
/
08t /
/
o7t /
© /
o /
06t /
l,'
05h /'I
lll
o4l [/
/
e e e
SNR(dB)

Fig. 13: Detection performance of measured signals under
CNN method and traditional method, false alarm probability
is 174,

There are five types of amplitudes of the transmitted signal:
1, 2, 4, 8, and 12. The jammer adopts the working mode
of interrupted-sampling-repeat-back, and the received signal
is sampled and doubled and then forwarded. Different from
the simulated signal, due to actual equipment, no convolution
modulation is done after sampling. Then, noise estimation is
performed on the obtained echo signal, and the noise energy
in this environment is obtained as 13.69. Then, the SNR under
these five transmitted signals is calculated as -11.2816 dB, -
5.2610 dB, -0.5948 dB, 6.7802 dB, and 10.3020 dB, and the
JSR is 3 dB, where the SNR is after energy accumulation.
Target detection on the measured signals under these five
SNRs is performed with the CNN method and compared with
target detection under the traditional method. The results are
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shown in Fig. 13, where P;; and P, represent the detection
probability under the CNN method and traditional method,
respectively.

E. Effectiveness of the feature extractor

The CNN method is a process of feature extraction and
feature fusion, which is the same as the traditional method.
The effect of feature extraction determines the performance
of target detection. For example, when designing a filter
to eliminate jamming in traditional methods, the accuracy
of parameter estimation is greatly related to the final target
detection performance.
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Fig. 14: The effectiveness of the feature extractor in the CNN
method. (a) T-SNE visualization result before feature extrac-
tion. (b) T-SNE visualization result after feature extraction.

To understand the effectiveness of feature extraction in the
CNN method, the following experiments are designed [34].
We use the T-SNE [35] method to perform dimensionality
reduction visualization on 3000 echo samples before network
input and after feature extraction. Specifically, the echo sam-
ples contain 1000 echo signals with target and noise signals,
represented by Labell, 1000 echo signals with jamming and
noise signals, represented by Label2, and 1000 echo signals
with only noise signals, represented by Label3, where the
SNR=-6 dB and JSR=3 dB. Obviously, the method is more
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discriminative after feature extraction, which is more helpful
for target feature extraction to identify the range cell where
the target is located.

F. Visualization of the CNN structure

The purpose of visual analysis is to know what features are
learned by the filters in the CNN structure. Gradient-weighted
class activation mapping (Grad-CAM) [36] is a class-specific
positioning technology that can be extended to any CNN
architecture. Considering that the main part of the proposed
method is CNN structure, it can be visualized with the Grad-
CAM method when the SNR is -6 dB, the JSR is 3 dB and
the target range cell is 200. Then, the area and detail features
that have a greater impact on the given output are obtained.

Fig. 15: Grad-CAM visualization of each layer of CNN. (a)
Convl, (b) Conv2, (¢) Conv3, (d) Conv4, (e) Conv 5, and (f)
Conv 6.

Fig. 15 shows the results of the Grad-CAM visualization
method for different feature extraction layers of the CNN
structure. It can be seen from the result that the shallow
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layers are all local features, whereas the deep layers can obtain
features with a larger receptive field. As the layer deepens, the
heat map pays more attention to the area where the target is
located, that is, the 200-range cell. Through visualization, we
verified the role of dilated convolution, which can obtain both
local and global features. In addition, the filters trained by the
network can pay close attention to the range cell where the
target is located.

V. CONCLUSION

We proposed a CNN method and trained it for end-to-
end anti-ISRJ target detection, achieving intelligently better
detection accuracy under different SNR and JSR conditions,
leading to higher real target detection performance than that of
the traditional method against ISRJ. Moreover, the proposed
method paves a new way for radar to detect and further track
and recognize real targets in the ISRJ environment.

The method of anti-ISRJ target detection introduced in
this paper is the product of combining radar and artificial
intelligence, whereas their combination is not limited to the
direction of anti-jamming target detection. Such an approach
has profound prospects in intelligent sensors, waveform opti-
mization, and jamming effectiveness evaluation. Therefore, an
intelligent radar system can be obtained by combining various
parts of the radar with artificial intelligence, thereby improving
the battlefield adaptability of electronic warfare systems and
shortening the reaction time. These aspects are our research
directions in the future. From the current point of view, we
will further obtain measured echo data with multiple targets,
and improve the network to achieve better anti-jamming target
detection performance in the case of multiple targets.
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